{Case Study}
Protecting Our Peace Officers’ Personal Information
For a Law Enforcement Association

Goals
To protect all members’ PII, including
personal information emailed to the
association via mobile device.
Requirements
Rapid deployment of a security
solution that works in the existing
email environment and doesn’t alter
normal workflow.

Technical Situation
As a leading law enforcement association, this organization represents several thousand peace
officers in the state. Currently, the association’s field reps travel to various locations to recruit
new members. When field reps meet interested officers, they collect personal information such
as home addresses, social security numbers, credit card numbers, and cell phone numbers.
This information is then emailed to the association via mobile device.
Security Problem

Solution

Utilizing email to send PII leaves this information vulnerable to hackers and leaks. Information
sent via email travels across unsecured networks and rests indefinitely on cloud-based email
servers. The association needed a way to reduce the liability involved in the recruitment process
and prevent unauthorized access of any personal information.

Encryptics for Email™

Why Choose Encryptics?

Encryptics for Email Solution

Highly Secure
• End-to-end data protection
• Encryption at the device level
• Data Rights Management
Cost Effective
• Software-based solution
• No additional hardware needed
Easy to Use
• Compatible with any email service
• Convenient Add-In for Outlook®
• Supported on mobile devices
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After a successful 30-day trial, a prominent state law enforcement association
has adopted Encryptics for Email to protect the personal identifiable
information (PII) of its members.
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The association sought a proactive solution that would protect all PII sent via email. With
Encryptics for Email, field reps can easily secure email messages and attachments on their
mobile devices before sending. The easy-to-use encryption tool secures information at the
device level and keeps it secure even after it reaches its destination. This means PII is protected
at every point—from the field rep’s mobile device to the association’s archives. The association
can also use this solution to secure outbound communication, including information sent to
prosecutors, district attorneys, city leaders, etc.
Result
Armed with this security solution, the association is able to safeguard itself and its members
from the vulnerabilities inherent in email communication. By taking a proactive approach to
protect privacy, the association will reduce liability and engender trust across its organization.

About Encryptics Technology
Encryptics solutions utilize our Trusted Peer-to-Peer™ platform and .SAFE technology
to eliminate common security gaps and ensure true end-to-end data protection. This
means private data is secured at the device level—before a transfer takes place—so
there is never a vulnerable point where a breach could occur. Plus, our powerful Data
Rights Management (DRM) tools allow authors to control the usage and availability of
their data even after it leaves their possession.

